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My Servers
+ Name + Site + Address < Protocol < Username
Endpoint Central 35.194.78.0 RDP user m
Engineering Station Central 35.194.78.0 RDP eng_user
Splunk Central hitps://34.86.84.204 WEB user
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Configuration Download

De ownload critical ehange operation was performed for the first time by 1¢ 40 with user: ENG_ABVAdministrator on 10.130.1 while refated assets were managed remotely

oes this meal

An attacker may want ta interfere with narmal critical infrastructure activity by changing a PLC code. If the PLCis running and as a fesult stops functioning, it may cause a significant praduction oss.

ALERT SCORE

Significant Indicatars
Connected assets were previausly accessed via Remote Connection This OT operation was previously approved in the system, but never between these Critical Change Operation.
zones/assets

Severity: Critical

ROOT CAUSE ANALYSIS

Configuration Dawnload 3105720, 155 & ASSET RESULTS (4)
Configuration Download: Configuration the first time by 10.1.30.40

P
with user: ENG_AB\Administrator on 10.1.30.1 while related assets were managed remately

Level 6

Configuration Dovanioad {35420, 1548
Configuration Downfoad: € X by 101.30.40 2
o0 10.1.30.1 while related assets were managed remately . \

Baseline Activity
Active remote connection from 10.10.1.4 (external) to 10.1.0.243 using protacol ROP

Host Scan
TCP Host scan: Asset 10.10,1.4 sent packets to different IP destinations on the same port:3383
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ASSOCIATED REMOTE SESSION
Remote session ID 123 has been identified as relevant for this alert
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John Snow Endpoint SSH protocol Controller
,a Role: Client 10.1.15.103 Main_PLC_3rdFloor
215.215.10.1
Start time Today 13:45:26
End time Today 13:45:55
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< Name < Site < Address < Protocol ¢ Username
o Engineering_Station-UK-Sco Central 10.10.6.110 RDP administrator
© Historian_Server-UK-Eng Site1 10.10.7.195 SSH root

E 4: ZEM OT TiEIa91RME R T SRA. HFMM1ZETEY SRA 2IZEHK IT SOC ZLIZHH, THEIMEZERBTER
ERMRFHERIE R FEsIF =15 ULIEEBBIF RV E BT A AHIR.

SBERs

EHE OT ITi2)M7E SRA RFHAEIRKFMECE THE PLC E— 1 EEHIRGE. IT SOC LIEi@A OT KIE, As OT £
EFERAR OT TERMEMRBhHRBRIENIEK,

OT KEKAER LR EEERIE, BRE—EXHIRMEN,

EAMIE www.cyberworld.com.cn
WsBEHE info@cyberworldchina.com
IRS3E 2 400-9988-792

+EH X

Cyberworld

[TMNEIBBRRRHERAE

claroty.com CybefWOfld



@ CLAROTY

X FClaroty

Claroty @— XTI ML LE AT, Claroty FZEIKMEABBIER, AIHEBEFBER. FIFNE
EH OT. loTHl lloT &/, ENEZEETESEFNENEMISHENITRITHEERE, RiRESS A
TURELREES, ULMAAL. BN, XeflRRERUNRREIRZSR, FIEXEEAK
PR T SIRBERAS, Claroty 531 T @SR T Boh U HN SRR A, BB ZNaENEES
%au%ﬂ%ﬁﬁﬂixﬂﬁﬁﬂ .BAo

BEAMIE www.cyberworld.com.cn
A ZEHE info@cyberworldchina.com
IRZE 4% 400-9988-792

R ARREERAT | & R



