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Vulnerability

Threat

Criticality

Accessibility

Infection

———————
5 unpatched
No low priority unpatched CVEs
No risky policies found.
No related important insights
No alerts found
E————

No alerts found
No policies found for asset
No relevant communications found for asset

1 Multiple Interfaces insights related to source and destination assets

No OT alerts performed by the asset
No policies found for asset.
Communicating with 1 important zones

1 Multiple Interfaces
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ALERT VIEW

Today, 01:17

Configuration Download

cture activity by changinga PLC code. f the PLCis running and as a resul

ALERT SCORE

Significant Indicators

o
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Connacted assets were praviously accessed via Remote Connection
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it may cause

U o

This OT operation was previously approved in the system, but never between these Critical Change Operation.
2ones/assets

Severity: Critical

ROOT CAUSE ANALYSIS

Configuration Download won o ¢
e onfiguration P by 1013040
with user: ENG_AB\ 101301 while related ged remotely

Configuration Download 101720210116

[¢ onfiguration me by 1013040
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Host Scan
L' 00 Hose scan st 10101 sent packets o iferent P destinatons o thesame port 3389

ASSET RESULTS (4)

Level 6
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Level 3 aii-/
Level 2 (3]
Level 1 [

CTD E1RUE, BEX#IEN. FiHiE. RERETH

AESEEER

ERAERNNMETRUZEFT, Claroty CTDEHT BUMNEFSEEEE, RIFRAECACTDEEXEM, MXEEolL
iR IRBEERENEURIFEERMERS. EMATHEFRASS, EHUETEENTIERE, TEIEME

DREARRSIFE O, CTDAAFRRMINAENT:

o WEAFEN: CTDFLHEFR. IBRWM. Eolis

MAEMEEEMNEE, RIFE~AIAM.

INSIGHTS

Class Type Vendor
Select Class... Select Type... Select Vendor...
Advanced Options»  Insights Opticns»
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% 35 assets have 194 unpatched vulnerabilities - Full Match

<

Top 2 Risky Assets

<

1 asset has 150 unpatched vulnerabilities - Windows Full Match

1 asset has 503 vulnerabilities in its installed programs
12 assets have multiple network interfaces

4 assets are using SMBv1 Protocol only for negotiation

12 assets have 99 unpatched vulnerabilities - Vendor and Model Match
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< ALERT VIEW 09/05/2021, 23:58 @ Calculate Score [ & Download Capture ] l & Assign To ‘ [ + Approve l W@Archive >
& View New Configuration
Drain-Stage_1 CHANGED & View Old Configuration
@ Show Diff
Drain-Stage_2 NO CHANGE & View Configuration
'i;' Drain-off NO CHANGE & View Configuration
Flashing-Main NO CHANGE & View Configuration
Flashing-Off NO CHANGE & View Configuration
Flashing-Stage_1 NO CHANGE & View Configuration
10_Mapping-I0_MAP NO CHANGE & View Configuration
10_Mapping-MainRoutine NO CHANGE & View Configuration
Mixing-Data NO CHANGE & View Configuration
REMOTE ACCESS SESSIONS
RESULTS (1)
SESSIONID 12 SITENAME ' SERVERNAME 1 SRAUSER 1 PROTOCOL ™ STARTTIME M END TIME 1 STATE N
Ei Station - 09/05/2021 09/05/2021
1 SRA Site NEgcom & -aton badguy@evilco.com  rdp processed
10.1.0.243 2857 23:57
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