
AWS Reference Architecture

In the Purdue Model, Level 0 refers to the physical 
process: sensors and actuators, field devices, 
solenoid valves, and motors. Level 1 consists of 
Programmable Logic Controllers (PLC), Distributed 
Control Systems (DCS) Controllers, and Safety 
Instrumented System (SIS) that interface with the 
electromechanical devices in Level 0 to provide 
basic control.

At Level 2, DCS Supervisory Control and Data 
Acquisition (SCADA) and human-machine interfaces 
(HMIs) provide control and monitoring of the 
manufacturing process. One or more Claroty xDome
Collection servers can be installed to collect data 
from the control system network through a mirror 
port on an existing network switch that is on a 
network traffic access point (TAP). Claroty Edge can 
be deployed in order to actively discover devices. 

Level 3 consists of historians, engineering 
workstations, and other systems that manage 
manufacturing operations. One Claroty xDome
collection server collects data from the supervisory 
network through a mirror port on the core network. 
Level 3.5 denotes the demilitarized zone (DMZ) that 
separates the corporate network from the industrial 
control systems (ICS) environment. One or more IoT 
gateways that collect wireless sensor data from 
Level 0 resides behind the firewall.

The xDome collection server converts network traffic 
into lightweight metadata, which is then forwarded to 
Claroty xDome software as a service (SaaS) for 
correlation and processing through an encrypted 
connection that supports TLS and IP Security 
(IPsec) protocols.
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Guidance for Securing Operational Technology (OT) Assets 
using Claroty xDome on AWS
This architecture diagram shows how to protect OT infrastructure against security vulnerabilities. This slide details Steps 1-4.

5

7

Amazon Elastic 
Compute Cloud 
(Amazon EC2)
Analysis server

在 AWS 上使用 Claroty xDome 保护 OT 资产 在 Purdue 模型中，第 0 级指的是物理过程：传感
器和执行器、现场设备、电磁阀和电机。第 1 级
由可编程逻辑控制器（PLC）、分布式控制系统
（DCS）控制器和安全仪表系统（SIS）组成，它
们与第 0 级中的机电设备进行接口交互，以提供
基本控制。

在第 2 级，DCS 监控与数据采集（SCADA）系
统、人机界面（HMI）对制造过程进行控制和监
控。您可以安装一个或多个 Claroty xDome 收集
服务器，通过网络流量接入点（TAP）上现有网络
交换机的镜像端口从控制系统网络收集数据。要
主动发现设备，可以部署 Claroty Edge。

第 3 级包括历史记录器、工程工作站和其他管理
制造运营的系统。一台 Claroty xDome 收集服务
器将通过核心网络上的镜像端口从监控网络收集
数据。
第 3.5 级表示将公司网络与工业控制系统（ICS）
环境分隔开来的DMZ。一个或多个从第 0 级收集
无线传感器数据的 IoT 网关位于防火墙后面。

xDome 收集服务器将网络流量转换为轻量级元数
据，然后通过支持 TLS 和 IP 安全（IPsec）协议
的加密连接将其转发到 Claroty xDome 软件即服
务（SaaS），以进行关联和处理。
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AWS Reference Architecture

Guidance for Securing Operational Technology (OT) Assets 
using Claroty xDome on AWS
This architecture diagram shows how to protect OT infrastructure against security vulnerabilities. This slide details Steps 5-7.

The Claroty xDome analysis engine sits on the AWS 
Cloud, providing native, SaaS-delivered security with 
the latest protections and low total cost ownership 
(TCO) due to scalability and continuous updates.  
Each Amazon Virtual Private Cloud (Amazon 
VPC) can sit in a corresponding AWS Region to 
enable multi-site access. Claroty xDome uses 
Amazon Elastic Kubernetes Service (Amazon 
EKS) for performance efficiency, Amazon 
Relational Database Service (Amazon RDS) for 
disaster recovery, and Amazon Simple Storage 
Service (Amazon S3) to store backups. Amazon 
ElastiCache caches frequently accessed data and 
absorbs spikes in traffic.

Claroty xDome sends events and vulnerabilities to 
AWS Security Hub and natively sends events to 
Amazon Security Lake using the Open 
Cybersecurity Schema Framework (OCSF). These 
services can be a part of a comprehensive Security 
Operations Center and Security Information and 
Event Management workflow that consolidates OT 
and IIoT security event data and actions.

Security Lake can work with AWS Partner solutions 
in addition to automation and analytics services, 
such as Amazon Athena, Amazon OpenSearch 
Service, and Amazon SageMaker to gain additional 
insights on security events.
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在 AWS 上使用 Claroty xDome 保护 OT 资产 Claroty xDome 分析引擎位于 AWS 云上，提供 
SaaS 交付的原生安全性。 每个 Amazon Virtual 
Private Cloud（Amazon VPC）都可以位于相应
的 AWS 区域中，以实现多站点访问。 
Claroty xDome 使用 Amazon Elastic Kubernetes 
Service（Amazon EKS）来提高性能效率，使用 
Amazon Relational Database Service（Amazon 
RDS）实现灾难恢复，使用 Amazon Simple 
Storage Service（Amazon S3）来存储备份。
Amazon ElastiCache 可缓存频繁访问的数据，并
缓解流量高峰带来的压力。

Claroty xDome 向 AWS Security Hub 发送事件和
漏洞，并使用开放网络安全架构框架（OCSF）直
接从本地向 Amazon Security Lake 发送事件。 这
些服务可以纳入综合安全运营中心和安全信息与
事件管理工作流程（该工作流程整合了 OT 和 IIoT 
安全事件数据和操作）。

除了自动化和分析服务（如 Amazon Athena、
Amazon OpenSearch Service 和 Amazon 
SageMaker）外，Security Lake 还可采用 AWS 
合作伙伴解决方案，获得有关安全事件的更多见
解。
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