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Vulnerability I I

o WEMEHRRE  BECHEBHOHEEDTKAEREERS 5 unpatched
No low pricrity unpatched CVES
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% Criticality I
K
IED
Accessibility I
No alerts found
Mo policies found for asset
No relevant communications found for asset

1 Multiple Interfaces insights related to source and destination assets

Infection "
No OT alerts performed by the asset
No policies found for asset.
Communicating with 1 important zones

1 Multiple Interfaces
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ALERT SCORE
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p pproved in the system, Critical Change Operation.

zones/assets

Severity: Critical

ROOT CAUSE ANALYSIS
Cont tion Download wo20210117 @ 3, F3
o B 1013040
w 101301 whie elated remotely

Configuration Download
c

0n10.1.30.1 while related assets were managed remotely.

tion from 10.10.1.4 (external) to 10.1.0.243 using protocol RDP
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Host Scan
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INSIGHTS
Filter By
Class Type Wendor
Select Class... v Select Type... v Select vendor...

Advanced Options»  Insights Opticnss

35 assets have 194 unpatched vulnerabilities - Full Match

Top 2 Risky Assets

1 asset has 150 unpatched vulnerabilities - Windows Full Match

1 asset has 503 vulnerabilities in its installed programs

12 assets have multiple network interfaces

4 assets are using SMBv1 Protocol only for negotiation

12 assets have 99 unpatched vulnerabilities - Vendor and Model Match
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< ALE RT VIEW 09/05/2021, 23:58 Calculate Score ‘ l & Download Capture I & Assign To ‘ l + Approve [ EArchive Gt
& View New Configuration
Drain-Stage_1 CHANGED & View Old Configuration
@ Show Diff
Drain-Stage_2 NO CHANGE & View Configuration
!I';‘ Drain-off NO CHANGE & View Configuration
Flashing-Main NO CHANGE & View Configuration
Flashing-Off NO CHANGE & View Configuration
Flashing-Stage_1 NO CHANGE & View Configuration
10_Mapping-I0O_MAP NO CHANGE & View Configuration
10_Mapping-MainRoutine NO CHANGE & View Configuration
Mixing-Data NO CHANGE & View Configuration
REMOTE ACCESS SESSIONS
RESULTS (1)
SESSIONID 1= SITENAME M SERVERNAME 1 SRAUSER T PROTOCOL T STARTTIME 1 ENDTIME 1 STATE 1
1 SRA Site Engineering Station - badguy@evilco.com  rdp 09/05/2021 09/05/2021 processed
10.1.0.243 23:57 23:57
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