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THE FORRESTER WAVE"
Cybersecurity Risk Ratings Platforms
Q22024
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Market presence*

*A gray bubble or open dot indicates a nonparticipating vendor.

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.
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Current offering

Asset discovery and attribution
Data source variety

Ratings correlation testing and results
Ratings trust and transparency
Ratings dispute resolution

Vendor discovery and mapping
Security assessment questionnaire
In-platform collaboration
Standards-based alignment
Security performance analytics

Exposure prioritization and remediation

Third-party cyber risk quantification support

Integrations and interoperability
Reporting and visualization

User experience

Strategy

Vision

Innovation

Roadmap

Partner ecosystem

Adoption

Pricing flexibility and transparency
Community

Supporting services and offerings

Market presence
Revenue

Number of customers

L &
o“@é\ N
< ¥ ¥ &
50% 420 400 270
10% 500 3.00 3.00
5% 500 3.00 3.00
5% 500 500 100
10% 300 3.00 100
5% 500 3.00 3.00
10% 300 500 5.00
10%  3.00 500 3.00
5% 500 5.00 3.00
5% 300 500 3.00
10% 500 500 3.00
5% 500 3.00 3.00
5% 500 5.00 100
5% 300 3.00 100
5% 500 3.00 3.00
5% 500 3.00 3.00
50% 450 250 3.30
15% 500 3.00 3.00
15% 500 3.00 3.00
15% 500 3.00 3.00
10% 500 3.00 3.00
15% 500 100 3.00
5% 100 5.00 3.00
10% 500 3.00 3.00
15% 300 100 5.00
0% 500 200 100
50% 500 100 100
50% 500 3.00 100
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1.00
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1.00
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Current offering 50% 220 3.00 430 250
Asset discovery and attribution 10% 3.00 3.00 5.00 3.00
Data source variety 5% 5.00 3.00 5.00 3.00
Ratings correlation testing and results 5% 1.00 500 5.00 100
Ratings trust and transparency 10% 1.00 100 3.00 3.00
Ratings dispute resolution 5% 1.00 3.00 5.00 3.00
Vendor discovery and mapping 10% 3.00 3.00 300 1.00
Security assessment questionnaire 10% 1.00 100 3.00 3.00
In-platform collaboration 5% 1.00 3.00 5.00 3.00
Standards-based alignment 5% 3.00 5.00 500 3.00
Security performance analytics 10% 3.00 3.00 5.00 3.00
Exposure pricritization and remediation 5% 1.00 3.00 5.00 1.00

Third-party cyber risk quantification support 5% 1.00 5.00 3.00 100

Integrations and interoperability 5% 500 3.00 5.00 3.00
Reporting and visualization 5% 1.00 500 5.00 3.00
User experience 5% 3.00 3.00 500 3.00
Strategy 50% 3.60 320 400 250
Vision 15% 3.00 3.00 500 100
Innovation 15% 500 1.00 3.00 3.00
Roadmap 15% 1.00 3.00 5.00 3.00
Partner ecosystem 10% 3.00 3.00 500 100
Adoption 15% 500 3.00 3.00 k.00
Pricing flexibility and transparency 5% 5.00 3.00 300 3.00
Community 10% 500 5.00 5.00 3.00
Supporting services and offerings 15% 3.00 5.00 300 100
Market presence 0% 3.00 5.00 500 3.00
Revenue 50% 3.00 5.00 5.00 3.00
Number of customers 50% 300 500 5.00 3.00

All scores are based on a scale of O (weak) to 5 (strong).
*Indicates a nonparticipating vendor

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.
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Product version
Vendor Product evaluated evaluated
Bitsight Security Performance Management, Third Party Risk N/A
Management, Professional Services

Black Kite Black Kite Cyber Risk Platform N/A
BlueVoyant BlueVoyant Supply Chain Defense SCD.2024.March
ISS Corporate Solutions ISS Cyber Risk Score V5.0
Panorays Panorays N/A
Prevalent Third-Party Vendor Risk Monitoring N/A
Recorded Future Recorded Future Intelligence Cloud N/A
RiskRecon RiskRecon N/A
SecurityScorecard SecurityScorecard N/A
UpGuard UpGuard N/A

Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.
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SecurityScorecard @i AR AHITEREEITR. SecurityScorecard IR ENTHREEFISEMLEN
BERYSTC, B EIX 2021 £ Forrester Wave™iF{ELAE, SecurityScorecard BEKHESE. MIMER. HF]

ISR S T 7 SRR, ERGEIRARRHMENTSR, BACE T TERMTEE=SMENE, M
TRy REBARSR, e ATEERIERA, ZATRERANSIEKEESRE, TiRESAFRAEMK
¥, ERRRERIRES, R 17 MTAEEHZHO. IEFERAIXLET, (f SecurityScorecard EMENER EA%

%8 CRR EAMFXER, SecurityScorecard FfRISEHAREHEL, AR EMIINEER.

SecurityScorecard ZULLRIFHEIE—ZCRHEAHERAMINGE, SCASrEEEMMNATE. FEERBFERLIUR
IP FRZERITER, XEEMEEEAEHL. BTHFENAERHREIEFRANIMINE, HFaEsr-
B, BERESHEEFREXENASERIHE. BRERetSIFaRIMEIIRESESAAE, Hik&ER
KEIRETR, LMETRIGEE. SEMTPREIERIGENEESE, BREATERET TERE ML LEIEHR
i, HBXEPERE UXIhEE, (BiSHEEEN P ENSREERE-H L ES RIFE L.

SecurityScorecard FRIEEHEIGBHEAMHNSERGINEF,

Panorays fi5%EEEBE=FMEREERMWSIHME. REZARNEMATEXIE=NE, EE=BNRESR
RE THINENSRMELARNE—SNE =S B ERREN L S TRIRERATIE. HellRERISEKHEMIRE
BESERTUARNENE, EEFPREGTRESEATTIRERNRNG, DA RERHAEEER, Panorays A9
BREAYEFENERBUMEST TRENHEET. EASRSHBERSHZ—H, SETELLERNER
BYR. HIRAGEGEERENGERI. XISITME, MG, ESMinE8EE.

Panorays Rt —RATEREESHIR AN AIMAGRATIRE, HHEOENERNERDEEREETS,
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F) MEERETIIE (BSASHHNENEEREZNIEE) . HREGEN TS RISy BiE. Baittk

HX RSB ERS RART.

Black Kite JRFHIKTRERETINERNTR, BERFBRTITIIFREMRNTR, BRARHEFE—REFAWH
TPRERE—EREROMNRE., BXEERDTEETRENSE, BAERRINREMEIERS IS ASHU
NS, eER=AHNEAINZSIHEEEESLERRHE, BE—XATEEEET IR, JLUSHhE
MSELABIHERFZ. 1o, ERESAIET FAR E=SXIGENINME, DRISEEZSMDHIEIERIK
eSS, A, BXEFRE T REINSAIEREEIERIAIE. Black Kite IFEESRIFETINETIEIET

FAIR FIEUHNZEME=T3 XL EIRHERA.

RiskRecon 1R{T—2MEAIFES, BEIFHFAR. B 2019 £ Mastercard Yl RiskRecon LA, RiskRecon f
SEINIEK. £KEZMSITY 5K—ER Mastercard EfTE\AINBLZEATNKERN], N8B EE, BATH
ERIINEZ e RES, CBUESHRSTI-Rmiiammd. SHESMKEERRE 7 RSHENGITRITEE, &
ERMER. EaNGZRFAIMINRIFIRS S XRIGRINEE, LIRESSHEF®R, RiskRecon HEREBAMTXKE
Bg, SEHEFPBEMSMTUhSEY 7 RIEMSH, (EERSEHNEIFRIESE-RAREWIN, MAREN,
FERZ B MIREANKEIRE,

RiskRecon RIMBEEEMCAREEMSEREEETIVERN—3E, ZEREBEREHIE W XS ETE. XS
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Cyber Quant F=REETUSRAMMIT, NS TERMN. EBEIFREENEBESEAREMATE, EEHE
EFERANRFRIMNRTERD . b, EXRREALEEEOEER, MEERSIEKERRSER, BB
B Tz FErRETEMRITEENL, (BR2TEREIIELEAIMK. RiskRecon JFEESEEEHN%
2FXBEERA, BIERTZRIRY Mastercard ZF.

BlueVoyant 7£ CRR RISIEEHRERNLE, BHRFEERSFHIHHE. FH—F<EY CRR #iNE, BlueVoyant
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MNEESSRSAERNEE, XERDTEEEERUAEA (Managed Detection and Response, MDR)
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KR, FETE. DHAIATEREIIREHT 7 R, ZANETE MDR ZRIEA NIRRT IRSHIMES,
BEBIASSASHITR AR L EMEINS N EMEESEER. BATIVEX M, BlueVoyant FEINEEEIHT
RS, LABRSTIBIEL
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Terrain Explorer TERAHt 7 WSCAIDT ISR EATIRE, BHRRMNBII-REPEURSE n HXR, HE™
ROMZEMREDIETFE—KFE., EiFRSIERS, RACRESIERFHIBRMENN, BoSEERREE,
ARSI TR, SEIAIEKERE, MAEARM, SiIMBETRESHIEBERRDEMENEE. 2,
BXEFREEIRERSTESHHENE (Supply Chain Defense) FE7T 25, BlueVoyant FFEESH

ERERWE=SRNEERRLEENRLIEEHA.

Recorded Future BEFEIRIABRMEE, (BIFFFHESREMRERE. Recorded Future NAHETZRIATERE
RENAIER TERERMEX G IR, HEFDEARERSE, AT SENMRIRRKEE. ERUSERFNENE
B, RZBRFNEREN. EEXEFER, 1 REMISHSRSIEX SR, Recorded Future REERA
M XERTSAAE, EPEIE RF University, Intelligence Kit S{ESLl. RZBTH. $B%HE. YA AT

FESLKE, A, HEGERNRMAHKT. SEETSITHPEaee, XEIEEhReLaEmis L7

.

Recorded Future B/ a5 GRC, =S XEEE. WEEEE. SWIEMZEM. ERCERRRRANE
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&7, REEiERSHEESEERL G, X 7Aoo iETvErRESENRFINE, EHaEA

THEELE BTREEEANSNRIURMEEN. AW, & mANTRTERSS, RAMNEREHTITREXME
Wi, CEFEERNEEMNE, FEFIEREALCE. BERSHRERERSHANISF, MEERS
TRIKEHRIRRIRTT SR, IBXEFEBRESMN, BFEEER—AMRIISHFARTENR. Recorded Future IFEESTHE
RN ERMERIZEEBA.

RRE
UpGuard BET# U, (BESRERAERZERM. UpGuard EETHEEEENE=SNEEE, 5
AR R EBIRMEEMRY CRR F8, ZATRRBRIRGTHRME, RET —MEENTE-RES
BEFRRE, FEAEBNBENEF ISR, —(BAXEFELH: " UpGuard RISZRFINRRAIRRATE
ESARN, FRITAREIFFER, " HElFSEIRAESHRREF N, ERRNEATEEESAERIEE, L
HRFN I BRERERGHEHITREITNE. A, ESEKEHESRENSIHRS REARITIE
X, EEXIFNMBIEFERMIELITIER.

UpGuard BIRFAIMIEINRES A EASHHNERS, XEBTESHEAEVAHNERS. SRR T
HERAE=5EEEESRE. FERIMETIEMR MRS, LUERIRER. UpGuard AZEFIRME T —MIRISHIEE
B, SLAZEIEHEERNE, DIGEOMESCERMR, A, EHNERIFIRGIThRE NNt At R Fa
whit, FEETEREFEEMIFEMERNTERBNIEAIR, XEREZL. BXEF—EEET UpGuard 12
ENXEFTIMERIRENRBEIRE, (BERESTHNB ARG TERZSuH. UpGuard IEBEES/NELEIFIR

RS = X EEE.

Prevalent ES=FRICEIESEHT 7 EI#F, (B CRR HEHREIR. Prevalent STERSESFEEBNES
TEAEERINES, SAZE CRR A, HERMIIEERASHE=AXREEM GRC Bfl. BlEidsHt
REHFmY, SEFE (Fln, REMEZEIKE. SOC 2 FEMOTITESMNEERE) EERS (figl, o
IMESHIEN. FUSHEEMSMBN) . CRESSFKEESREMRARIREM8EN, BETRFT ER
&, BISNEXEERMHAS=SXEERTINERSHn—H, EHEELEMEF MRS CRR HiaESE—
BRERGINFERAL—EL
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Prevalent fJ CRR fBRSEMETXEIFE, XICRBAHZHNENICETE. SEHNE AR SIS

K, XFEFHOGHME n FROAIR, AERTEFS ENTEREN, ehR2REEESERALE. e8a8X
RN RIRBIE M ERIXIRETE, EEREESNRURMBSBMAFRIIIEE. Wi, ERRET —ETENE
B%, BENTHS Prevalent ¥ TIERE =T XIIG EIRAIR—EUIRR. AT, HEFARIANTRITEARGIZR0EIATTIENS
TAEZHZ BRI TEER, REEIRFESHFIE. (PR SENRERIBXR SRR FRIEELERE.
Prevalent IFEESHICINE=SXIGEIRMSMAERAITE]. Prevalent 8555581 Forrester Wave™

T,

Pk
ISS Corporate Solutions 2t 7SREMITR, BRBFRAERBEDLE L. 2020 &, ISS Corporate
Solutions #EH TRIENLIFRARTGER, LUSBEEETWSRAEMEWEFINEE,. KGR, HRfaE
(ESG) BRSS. ENRERRILEIREBEE SREENEMFZEXEERNNAERESES, XiRET EXNAE
FUUNERZRXE, AT, BTEMAER, BESEENRIAME. EEUHNENMEREE P ERATa LR
¥R SE, EEESIEERR. HRIIRAXFEXN CRR BREXEENXRBWITEE. 1SS
Corporate Solutions EEENLEELIFFIREEFRE, LURESKPERSE.

ISS Corporate Solutions FIBAETIFRERE. EXRHET, ERDBVIMTEEFHIESE=SZERZENG
ZREESHENHNEZ—, XABEABSENQREATHZAENTHINMIGER. BXEFBEE 7RIS
BRgEXMTE. A, EREETARMEEREEGRARNRERS, EE(TFNER, XHEFSiIELL
TR, BREFERRAMENER. ZENEENRLARINES RS ESHEMMMNERET, BEREFaiE.

L IEEEMN T PR EREXREENEIFKHEEMAIEES. 1SS Corporate Solutions FEESRBT BRE
SRR = YGRS,

VHEHEE

Forrester IR tRED I=151:
LEl=m. S MERFETE Forrester Wave™ B\ LIS, R T HERIF®AILS,
kg, S MURETE Forrester Wave™EIFFAEH EAMUE, K7 HEIEMNSSH, SEBSRMOIMESESR,
HEGEE. 7 Forrester Wave™E, L, S MEMERCHEBA/)N, KXRTEHGHSEE.
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RIS T

FELEHET, S MINENESELATRG
AR FEFmR. Forrester MARMNEHESEAIEISR CRR FES, ZFSREAHLITR, RHFSHBE=TMN%E
MREE, SNIRGEEENREEERM.
BERXEEMGIHAXME. Forrester NEFEEAFTKPIARMNRIMNRE, SERHXEHNEIFEESSIHFH
R, BN EREXLHMNEE CRR Mg LGRS, FHIIE Forrester 2R Z ARSI,
FERIINIXE] 1,000 FETHES. Forrester WARIENAEZME CRR Fm3R1ET 1,000 FETHESHE
BRUZAN.

HAEE

Forrester Wave™ Fi%it

Forrester Wave™ R—{pAMIEER TG L EWLARAIEE. AT RME25FRHAFARIE, Forrester &
& Forrester Wave™ /5iRICRiFHS SHYEL RS,

EEE, Forrester BT THIEMAR, USIE—DEEFIHMEROMEEEE. NEIMENEES, RIBEMNRESENT
BRZHR, AR, B, Er. GiRMIXEXAE P ETHERSRKE R SERIRAFMER. Forrester {FRIXEHALL
R thimERZ ENERINE WIS TS, HERENERRFE S MNE SR E St R T
el

{7 Forrester Wave ™R SRIIRERESSEIATIA 7AW AR, {RIBAMNET 2024 F 3 B 20 BZAHRHEAWIRIHIT TR
W, RIS ARAEBIRME SR, Forrester SpEE TG THAF N A RRERT BRI LB,

1RYE Forrester B RATRERR, ERENESERS KD ZBIFEE Forrester WAELER, LUSEEERM. Forrester

Wave™ EFRFIFCH (IFS5HNE] FENBRFSHNIEN, (BIERS5IHE, SOIHERHEBo . RIE
Forrester BANEISSEER, MRXEMHNEHITIFS, FHGEARSSSHNBH R —ERM.
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